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Abstract: Cryptocurrencies use a secure, distributed ledger 

system called blockchain and mining is an essential part of it. It 

adds records of past transactions, enables consensus, and creates 

new units of currency. They are designed as peer-to-peer 

systems and rely on miners to validate transactions. The paper 

evaluates different mining techniques used by major Crypto-

currencies, analyzing their strengths, weaknesses, and potential 

threats. It provides an overview of the various ways in which 

Cryptocurrencies can be mined and highlights their unique 

strengths and vulnerabilities.  
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1. Introduction 

Cryptocurrency represents a groundbreaking digital exchange system that leverages 

the potential of cryptography to create and facilitate the distribution of digital currency 

units [1]. Unlike traditional financial systems, Cryptocurrencies operate in a 

decentralized fashion, eliminating the necessity for a central authority to oversee 

transactions. Instead, they rely on a distributed network of participants to verify and 

record transactions through a process called mining [2]. 

The emergence of Cryptocurrencies was driven by the shortcomings and 

inefficiencies of conventional financial systems. These digital currencies harness state-

of-the-art technology to offer secure, transparent, and efficient methods of transferring 

value across the internet. At the heart of this technology lies the blockchain, a 

distributed ledger that securely and immutably records all transactions [16]. 

These Cryptocurrencies are not uniform; they differ not only in their underlying 

technologies but also in their primary goals. Some Cryptocurrencies prioritize 

https://doi.org/10.32968/psaie.2023.3.7
mailto:yassir.soulaimani@gmail.com
mailto:aitnehez@uni-miskolc.hu


                                    Blockchain and hashing algorithms: A review 155 

 

 

scalability, striving to handle a high volume of transactions per unit of time. Others 

emphasize security and aim to deliver fast and lightweight services [3].  

The wide array of mining algorithms and consensus mechanisms employed by 

various Cryptocurrencies reflects their distinct objectives and characteristics. 

In this paper, we embark on a journey into the captivating realm of Cryptocurrency 

mining systems, subjecting them to an efficiency evaluation. Our analysis 

encompasses a carefully selected group of prominent Cryptocurrencies, including 

Bitcoin [5], Litecoin [6], Peercoin [7], Ethereum [8], Ripple [9], Namecoin [10], 

Auroracoin [11], Blackcoin [12], Dash [13], Decred [14], and Permacoin [15]. These 

Cryptocurrencies have not only achieved broad adoption but also exhibit intriguing 

technological features, commanding the highest market capitalization and transaction 

rates in the Cryptocurrency landscape. Our exploration of these Cryptocurrencies aims 

to furnish readers with a comprehensive grasp of the predominant mining algorithms 

and consensus mechanisms currently in use. 

The structure of this paper is meticulously designed to facilitate an understanding 

of Cryptocurrency technology. In Section II, we provide clear definitions of pertinent 

terms, ensuring comprehension of the concepts discussed throughout the paper. 

Section III offers a historical perspective and background, tracing the evolution of 

Cryptocurrencies from their inception to their contemporary status. Section IV delivers 

an exhaustive overview of blockchain technology [16], which underpins nearly all 

Cryptocurrencies. Section V introduces the fundamental principles of mining, while 

Section VI delves deeper into the specifics of Cryptocurrency mining systems. Section 

VII delves into the pivotal role of hash algorithms in safeguarding the security of 

Cryptocurrencies. Section VIII tackles some of the primary challenges and issues 

associated with Cryptocurrencies, offering insights into potential solutions. Lastly, in 

Section IX, we conclude our analysis, summarizing key findings and contemplating 

the prospects of the Cryptocurrency landscape. 

Through this paper, we aim to shed light on the intricate world of Cryptocurrencies 

and mining systems, providing valuable insights into the technology that has disrupted 

traditional finance and continues to reshape the global financial landscape. 

 

2. History and general working principles of Cryptocurrencies 

The first fully implemented decentralized Cryptocurrency was Bitcoin, published by 

Nakamoto in 2008–09 [5]. Before this, there were published articles about peer-to-

peer currency systems, but none were implemented. Following the success of 

Bitcoin, several others came into existence [19]. 

Chaum created an anonymous electronic money system called eCash in 1983 

[20]. The main difference between eCash and Cryptocurrencies is that eCash was 

centralized (via banks). Software on the user’s local computer stored money 

digitally, which was cryptographically signed by a bank [20]. 

PayPal is an online money transfer system established in 1998 [21]. PayPal 

provides users with an account, which can be linked with bank accounts and credit 
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cards, and users can pay someone or receive payment through PayPal accounts. 

PayPal does not have its currency. 

 

 
Figure 1. A Bitcoin Blockchain (adopted from [5]) 

 

M-Pesa [22] was established by Vodafone initially in Africa, which later spread to 

other continents. M-Pesa is a mobile, online payment system in which users can 

deposit money into an account stored in their cell phones and send PIN-secured SMS 

texts to other users to send money [22]. All these online monetary systems were 

based on fiat currencies [23], whereas a Cryptocurrency has its own currency. 

Cryptocurrencies work functionally as follows [19]: 

• The user has a wallet with a generated address. This address acts as a public 

key [24]. 

• The wallet also contains a generated private key, which is used to sign 

transactions, proving ownership [24]. 

• The payer sends money to the payee’s address and signs it is using the payer’s 

private key. 

• The transaction is verified by mining [2]. 

 

3. Blockchain Overview 

A Blockchain is a public ledger of Cryptocurrency transactions that is distributed 

across a network [17]. Each block [25] in the Blockchain contains a certain number 

of verified transactions. The maximum number of transactions that can be included 

in a block is set by the Cryptocurrency system. For example, the maximum size of a 

Bitcoin block [5] is 1 MB. Figure 1 shows a simplified representation of a Bitcoin 

Blockchain. A Bitcoin block is composed of five fields [25]:  

 Magic number – which is fixed 

 Block size 

 Block Header – which contains the hash of the previous block, the time 

stamp, the block version number, the hash based on all the transactions in the 

block, and the nonce. 
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 Transaction counter – which is the number of transactions included in the block. 

 Transactions – the enumerated set of verified transactions added by the block. 

 

 
Figure 2. Forking in a Blockchain (adopted from [17]) 

 

The first block (“genesis block”) contains the first transactions of a given 

Cryptocurrency. The hash of the first block is passed forward to the miner, which 

uses it and generates a nonce to create a hash for the second block. Likewise, each 

block contains the hash of the previous block, creating a chain from the first block 

to the current block through the inclusion of hashes. This creates a unique path from 

the most recent block to the first block, making it challenging for an attacker to 

tamper with information in a block because all subsequent blocks would need to be 

regenerated, which would be detected. The final hash would not match [17].  

When two blocks are created at almost the same time, a fork occurs. The block 

created first, according to the timestamp in the block header is accepted in the chain, 

and subsequent blocks link to the accepted block. Figure 2 illustrates this. 

 

4. Mining Overview 

Every Cryptocurrency system studied incorporates a distributed public ledger called 

the Blockchain [16]. A transaction is created when a payer sends some currency to a 

payee. Mining validates these transactions and adds them to this public ledger. When 

a new transaction takes place, the miner checks if the currency belongs to the payer, 

or if the payer is trying to double spend [26]. The ownership of the currency is 

available in Blockchain. 

To prevent malicious users from creating multiple nodes and trying to validate an 

invalid transaction, miners are required to solve a resource-intensive task. This 

makes it expensive for a malicious user to create enough false identities to outnumber 

benign users and validate an invalid transaction. 

The resource-intensive task can be any of the following:  

• Proof of Work [27], which is a verifiable result of a resource-intensive task 

that confirms that the task has been performed. 

• Proof of Stake [7], which requires the miner to prove how much currency they 

own in the system. 

• Proof of Retrievability [15], which requires the miner to demonstrate that the 

data they were given to store is intact and can be retrieved at will. 

 

We are not aware of other proof methods at present. Details of these Proof systems 

are discussed below in section 6. 
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Proof construction requires intensive use of memory and/or computational power. 

The proof Requirements also restrict the number of transactions that can be validated 

(and consequently the number of blocks added to the ledger) in each period. This 

restriction is necessary because, with each block mined, new currency units—the 

total of which is finite are produced. 

 

 

Figure 3. A simplified view of Proof of Work mining (adapted from [2]) 

 

To prevent untimely exhaustion of Cryptocurrency, it’s necessary to slow down the 

rate of production. For example, in the case of Bitcoin, every block currently 

introduces 50 new Bitcoins in the system. The number of new Bitcoins introduced is 

halved every 210,000 blocks. Consequently, through simple geometric progression, 

there can be at most 21 million Bitcoins [28]. If the number of Bitcoins mined per 

day wasn’t restricted, the Bitcoin reserve would be exhausted far earlier than desired. 

After the limit is reached, the number of bits identifying a Bitcoin could be increased 

to create more units (this is a potential future event for Bitcoin). 

 

Here are the steps involved in mining: 

• A miner performs a resource-intensive task and produces proof that the work 

has been done [27]. This task prevents a malicious miner from forming false 

identities and manipulating them. Figure 3 offers a simplified view. 

• The proof produced is verified to confirm that the task has been performed. 

• The miner then checks the validity of the transactions, and if all the 

transactions in the block prove valid, the block is posted in the Blockchain [2]. 

• Requirements 

 

Mining is a brute-force algorithm and should be designed so that the number of 

blocks mined per day remains approximately constant to control the rate of 

introduction of new currencies, which are unlocked when a block is mined [28]. The 

first miner to compute the proof gets to validate the block and earns the reward, 

which is a fraction of the unlocked currency. The Proof produced by the miner needs 

to be verified. This verification should be fast and easy. 
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Technological overview: 

Cryptocurrencies usually mine with one-way functions (e.g., hashes) [2]. The miner 

gets the hash of the previous blocks as input. He/she must choose a nonce such that 

when the current hash and the nonce are hashed, the result follows a structure defined 

by the Cryptocurrency (e.g., Bitcoin requires that the output must have 0s in the N 

most significant bits [5]). Calculating an input from the hash is resource-intensive, 

whereas verifying its correctness by calculating the hash is fast. Hash functions are 

designed so that determining the input from the output is extremely time-consuming, 

making it intractable [18]. The miner must generate nonces and try hashing them 

with the given input until the requirements are fulfilled [2]. The computational 

complexity of the reverse hashing function is significantly higher than the hashing 

function since it is a brute-force algorithm. Finding the correct nonce is resource 

intensive as well as time-consuming since it involves calculating a large number of 

hashes, whereas verifying that the nonce, when added to the hash of the previous 

block, produces a new hash that fulfills the requirements is a matter of one hash 

computation and is fast [2]. Proof of Stake systems are usually not used 

independently, but rather are coupled with Proof of Work [29]. 

 

Controversies: 

A major flaw in the proof of work system is the 51% attack [30]. If a single entity 

controls more than half of the total mining hash rate, then that entity would be able 

to manipulate the Blockchain at will. An attacker who controls more than 50% of the 

network’s computing power can, for the time that they are in control, exclude and 

modify the ordering of transactions. This allows the successful attacker to perform 

the following operations [31]: 

• Reverse transactions that they send. 

• Prevent some or all transactions from validation. 

• Prevent some or all other generators from getting any generations. 

While this is theoretically possible, it would require the attacker to have access to 

immense resources. Acquiring such resources would be expensive and the overall 

expense might well exceed the potential profit. However, to address this threat, Proof 

of Stake was introduced [32]. The stake of a miner is the number of currency units that 

the miner possesses. In Proof of Stake, the mining capacity of a miner is restricted to 

the percentage of his or her stake [32]. If the miner tries to validate an invalid 

transaction, their share would be forfeited. Also, as all transaction information is 

publicly stored in the ledger, a miner cannot hide their actual stake [32]. 

Cryptocurrencies are also vulnerable to the Sybil Attack [33] in which one user 

takes on multiple identities. In the Sybil Attack, attackers populate the network with 

fake clients controlled by them. They use them to gain a disproportionately large 

influence, to the point where the number of malicious nodes is greater than the 

number of legitimate nodes [33]. Attackers can perform the following exploits [34]: 

• Disconnect legitimate nodes from the network by Denial of Service by not 

relaying transaction information. 
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• Selectively relay transaction information, exposing the victim to double 

spending [34]. 

 

5. Cryptocurrencies mining methods 

There are many Cryptocurrency mining techniques in use. Figure 4 lists the major 

Cryptocurrencies and the mining algorithms they employ. 

 

 

Figure 4. Cryptocurrencies and corresponding Mining Algorithms [35] 

 

Bitcoin: Bitcoin mining uses Proof of Work [5]. The Proof of Work algorithm in use 

is called Hashcash1 [36]. In Hashcash1, the miner is required to find a nonce, which, 

when-hashed along with the hash of the previous blocks, would yield a hash with a 

specified number of zeroes at its front [36]. The number of zeroes determines the 

difficulty metric. Mining a block is difficult because the SHA-256 hash of a block’s 

header must be lower than or equal to the target for the block to be accepted by the 

network [38]. A target is a 256- bit integer shared by all Bitcoin clients, the Lower 

the target, the higher the difficulty. Mining is more efficient on GP-GPU than on 

CPUs [39]. Application Specific Integrated Circuits (ASICs) have also been 

developed to mine Bitcoin. Bitcoin mining works as follows [5]: 

 A miner selects transactions he/she wishes to verify. 

 He/she uses transactions to build a Merkle Tree2 [41]. 

                                                     
1  The hash algorithm used is SHA256 [37]. 
2  A Merkle tree [41] is a data structure in which every non-leaf node is labeled with the 

hash of the labels or values (in the case of leaves) of its child nodes. Hash trees allow 

efficient, secure verification of large data structures. 
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 Extracts root block hash from the Merkle tree. 

 Adds a nonce and hashes the block header. 

 Keep incrementing the nonce and hashing until the desired result is obtained 

[2]. 

 This result is the Proof of Work [27]. Other users agree/verify that the proof 

matches. Then the transaction is validated, and new Bitcoins are introduced. 

Successful mining of coins using SHA-256 often requires hash rates at a 

gigahashes per second (GH/s) range or higher [39]. The current average time needed 

to mine a Bitcoin Block with SHA-256 is ten minutes [2]. 

 

Litecoin: Litecoin [6] was the first Cryptocurrency to use Scrypt [42] for mining. 

Scrypt was originally a key-derivation function (KDF) [42] developed by Percival 

and published in 2012. Scrypt’s strength lies in the time-memory trade-off; that is, 

an attacker would need more memory to complete the attack faster, and Scrypt’s 

memory requirement makes it expensive, hence slowing down any attack [6]. Scrypt 

has also been successfully implemented as a Proof-of-Work verification [42]; 

Litecoin was the first system to do so [6]. 

The large memory requirements of Scrypt arise from a large vector of pseudo-

random bit strings generated as part of the algorithm. Once the vector is generated, its 

elements are accessed in a pseudo-random order and combined to produce the derived 

key [42]. As a Proof of Work, the key would have predefined characteristics and the 

miner would have to produce the sequence of bit strings that match the key [6]. 

Scrypt is much newer/simpler/quicker yet also more secure than the SHA-2 series 

[43]. While SHA is computationally intensive, Scrypt is memory intensive [43]. 

Scrypt’s hash rates for successful coin mining generally range in the kilo hashes per 

second (KH/s) or mega hashes per second (MH/s) degrees of difficulty [42]. Scrypt 

takes only about 2.5 minutes to mine a block with the same difficulty attributes [43]. 

 

Peercoin: Peercoin [7] uses Proof of Work and introduces the concept of Proof of 

Stake in its mining system. Proof of Work uses the double-SHA-256 algorithm [7]. 

Proof of Stake also tries to reach a consensus and prevent double spending [7]. 

Instead of requiring the miner (known as the prover in Peercoin [7]) to perform a 

certain amount of computational work, a Proof of Stake system requires the prover 

to show ownership of a certain amount of currency [7]. Miners protect their stake in 

this approach [7]. With Proof of Stake, the resource compared is the amount of 

currency a miner holds [7] (e.g., one holding 1% of the Cryptocurrency can mine 1% 

of the “Proof of Stake blocks” [7]). 

Proof of Stake is highly energy efficient [32]. It still has to have a block selection 

policy [32], inclusive of the following: 

• Randomized block selection, 

• Coin-age-based selection, 

• Velocity-based selection, and 

• Voting-based selection. 
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Proof of Stake, however, is said to be vulnerable to the Nothing-at-Stake Problem 

[32] in which miners have nothing to lose if they vote for a wrong or invalid 

transaction [32]. 

 

Ethereum: Ethereum was crowdfunded in 2014 [8]. Ethereum also relies on Proof 

of Work, but it does not use a preexisting hash algorithm [8]. The designers 

developed their hashing algorithm, EtHash [8, 44] (see Section VII). 

The principal objective for constructing a new Proof of Work function instead of 

using an existing one was to mitigate the problem of mining centralization [45], in 

which a small group of hardware companies or mining operations can acquire a 

disproportionately large amount of power to impact or manipulate the network. That 

is ASIC-resistant [44] and has the property of memory hardness (that is, it relies on 

how fast the memory can move data) [44].  

The Ripple Cryptocurrency uses a different approach to achieve consensus 

compared to traditional mining methods. Instead of using mining to validate 

transactions, it uses a trust-based system where each server applies the same set of 

transactions to the current ledger. This is done every few seconds, and the last closed 

ledger contains a record of all Ripple accounts and previous transactions. 

Transactions can be introduced by any server in the network, and servers work to 

reach a consensus on a set of transactions to apply to the ledger, creating a new closed 

ledger. [9] 

 

Namecoin, which is known to be the first offshoot of Bitcoin, uses the same code 

and mining process as Bitcoin [10]. However, unlike Bitcoin, Namecoin is able to 

store data within its Blockchain Transaction Database [10]. In contrast, the Bitcoin 

Blockchain only displays the posted transactions [17] and the associated information 

is kept in a separate database [10]. 

 

Auroracoin: Auroracoin [11] is from Iceland. It uses Scrypt (Proof of Work) as its 

mining algorithm [11]. 

 

BlackCoin: BlackCoin [12] secures its network through a process called minting, 

which is a Proof of Stake system that validates a transaction in lesser time and is 

independent of Proof of Work [46]. 

 

Dash: Dash [13] (formerly Darkcoin [47]) uses a system called Darksend to add 

transaction privacy. Unlike other Cryptocurrencies, transaction information is not 

public [47]. It uses a new Proof of Work algorithm called X11 for mining- that is 

exclusive to Dash and is a chained hashing protocol [13]. It is claimed to be more 

energy efficient than Scrypt [47]. Decred: Decred [14] uses a hybrid Proof-of-

Work/Proof-the of-Stake system with both miners and voters to achieve consensus. 

It uses Blake 256 [48] as its mining algorithm, which is a cryptographic hash function 

based on the ChaCha stream cipher [49]. 



                                    Blockchain and hashing algorithms: A review 163 

 

 

Permacoin: Although Permacoin [15] is currently just a theoretical concept, it 

introduces a new approach called Proof of Retrievability [15]. This method requires 

miners to store a significant amount of useful information and to provide evidence 

to the verifier that it is being stored. Permacoin is based on large memory capacity 

[15], and its designers propose using storage rather than CPU cycles to secure a 

Cryptocurrency network [15] while also providing a practical way to backup certain 

data. Instead of using computational power through Proof of Work, which has no 

value beyond the proof itself [15].  

Miller et al suggest miners store pieces of a large archive of valuable data and 

prove they are doing so [15]. Miners still need to solve a mathematical problem but 

it is less computationally intensive [15], it’s known as a scratch-off puzzle [15].  

Permacoin introduces a new concept known as Proof of Retrievability [15], which 

requires miners to store large amounts of useful information and prove that it exists. 

This concept relies on large memory capacity [15] and aims to secure the network 

by having miners store useful data rather than consuming CPU cycles through proof 

of work [15]. The puzzle is based on a Floating Preimage Signature [15], which 

requires miners to reference a section of code stored locally on their computer to 

solve it [15]. If the miner successfully solves the problem, the algorithm can deduce 

that they are storing that data for a short period of time [15] hus. 

 

 
Figure 5. The round function of SHA 256 (adopted from [18]) 

 

 

All miners must be storing a piece of the archived data to participate by mining 

Permacoin [15]. 

These are the major Cryptocurrencies at present, which, as we described, employ 

a variety of mining algorithms. 
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6. Hashing Algorithms 

In this section, relevant hashing algorithms, namely SHA, EtHash, Scrypt and others, 

will be explored and their significance in the context of cryptocurrency mining will 

be discussed. 

SHA 256: SHA 2 [50] is a set of Secure Hash Functions that has six algorithms, 

which produce digests (results) that are of different bit lengths. SHA256, produces a 

digest of 256 bits [18]. SHA 256 satisfies the requirement of unidirectional hashes 

(that is, any change in the input, however insignificant, leads to a completely 

different hash, and determining the input from the hash is practically impossible) 

[18]. Also, the same input will always produce the same digest [18]. SHA 256 pads 

input to convert its length to a multiple of 512 bits [50].  

Then, it divides the input into blocks of 512 bits each [50]. The message blocks 

are processed one at a time, starting with a fixed initial value H0 [50], sequentially 

computing. 

Hi  = Hi−1 + ChMai (Hi−1) 

 

functions and Σ0 and Σ1 are bitwise rotation operators [50]. 

Doubled SHA 256 [37] is abbreviated as SHA256d. It is simply the SHA 256 

hash performed twice serially [37]. SHA256d is used as a mining hash to increase 

difficulty and mining time [37]. In particular, Bitcoin uses SHA 256d [37] as its hash 

function, and the output is specified to have certain characteristics. For example, the 

N most significant bits of the digest have to zero. The miner has to come up with a 

nonce that, when appended to the hash of the previous block, yields a digest with 

this property. Other Cryptocurrencies, such as Peercoin and Namecoin, which also 

use SHA256d, may pose different requirements in their outputs [7]. 

 

 

Figure 6. Modules of Scrypt (adopted from [42]) 

 

 

Scrypt: Scrypt [70], initially conceived as a Key-Derivation Function (KDF), is 

engineered to be resource-demanding. This characteristic is crucial in safeguarding 

against large-scale attacks using specialized hardware [51]. The fundamental 

operation of Scrypt involves processing an input to create an expansive array of 

pseudo-random bits. These arrays, generated in real-time, necessitate significant 

memory, directly impacting the speed of computation [51]. 

At the heart of Scrypt’s architecture are two distinct functions, known as Smix 

and Blockmix [42]. Blockmix is tasked with executing permutation operations on 

the input blocks through the use of binary logical operators. Following each 

permutation cycle, the resultant output from Blockmix undergoes further processing 
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by Smix, which specializes in bitwise permutations [42]. Adaptations have been 

made to Scrypt for its application in mining.  

The use of pseudo-random bits in the original design of Scrypt results in varying 

outputs for the same input, posing challenges in the verification process. This level 

of stringent verification, however, was not a necessity in Scrypt’s original role as a 

KDF [51]. A detailed representation of Scrypt’s various modules is depicted in 

Figure 6. 

 

EtHash: EtHash [44] is exclusive to Ethereum. It was designed to thwart the 

dominance of ASICs vis-a-vis CPUs and GPUs. The verification of the correctness 

of this proof of work is fast, taking .01 seconds for a light client. 

The hash algorithm involves the following steps [44]: 

 There exists a seed that can be computed for each block from the data stored 

in the block headers. 

 From the seed, a 16MB pseudo-random cache can be computed. That uses its 

Pseudo-Random Number Generator. 

 From the cache, a 1GB dataset can be generated, such that each item in the 

dataset depends on only a few items from the cache. 

 Mining involves selecting random elements of the dataset and hashing them 

together. Verification can be done with low memory by using the cache to 

regenerate the specific pieces of the dataset that is needed, so it is sufficient to 

store just the cache. 

 

Blake: Blake [52] is a cryptographic hash function based on the ChaCha stream 

cipher [49], but a permutation of the input block, XORed with fixed round constants, 

is added before each ChaCha round. 

 

X11: X11 [53] is a chained hashing algorithm, chaining 11 different algorithms 

together. These are: Blake [52], BMW [54], Groestl [55], JH [56], Keccak [57], 

Skein [58], Luffa [59], CubeHash [60], SHAvite [61], SIMD [62], and Echo [63]. 

X11 is ASIC-resistant and is suitable for both CPU mining and GPU mining [53]. 

 

CryptoNight: CryptoNight [64] is a memory-intensive hash function, resistant to 

ASIC, GPU and FPGA architectures. CryptoNight involves three steps, generating 

pseudo-random addresses in a scratchpad [64], read/write operations on the addresses 

[64], and performing bitwise XOR and shift functions on the scratchpad [64]. 

 

SHA256 and Scrypt are the most popularly adopted mining algorithms with current 

Cryptocurrencies. Only a few Cryptocurrencies have developed their mining 

algorithms. 
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7. Problems encountered by Cryptocurrencies 

Cryptocurrencies, while revolutionary in many aspects, have encountered a 

multitude of challenges and security issues throughout their relatively short history. 

These challenges have ranged from technical vulnerabilities to regulatory hurdles 

and have required the Cryptocurrency community to continuously innovate and 

adapt. In this section, we will explore some of the prominent problems and security 

challenges faced by Cryptocurrencies. 

 

7.1. Security Breaches 

One of the most high-profile security breaches in the Cryptocurrency world was the 

Mt. Gox hack [66]. In 2014, Mt. Gox, once the largest Bitcoin exchange in the world, 

declared bankruptcy after approximately 850,000 Bitcoins, worth hundreds of 

millions of dollars at the time, were stolen from its customers and the company itself. 

This incident highlighted the vulnerability of centralized exchanges and the 

importance of robust security measures in the Cryptocurrency ecosystem [71]. 

The Mt. Gox hack was not an isolated incident. Several other Cryptocurrency 

exchanges and wallets have fallen victim to hacking attempts, resulting in the loss of 

significant amounts of digital assets. These breaches underscore the need for 

continuous improvement in security practices within the Cryptocurrency industry 

[71, 72]. 

 

7.2. Smart Contract Vulnerabilities 

Ethereum, a blockchain platform known for its smart contract functionality, faced a 

major setback with the Decentralized Autonomous Organization (DAO) incident in 

2016 [45]. The DAO was a decentralized investment fund built on the Ethereum 

blockchain, and it became vulnerable to a flaw known as the Recursive Calling 

Vulnerability. This vulnerability allowed an attacker to exploit the smart contract 

code, leading to the siphoning of a substantial amount of ether (Ethereum’s native 

Cryptocurrency) [73]. 

The DAO incident resulted in a contentious hard fork of the Ethereum blockchain 

to reverse the effects of the attack, leading to the creation of Ethereum (ETH) and 

Ethereum Classic (ETC) [73], two separate Cryptocurrencies. This event highlighted 

the complexities and challenges associated with governing decentralized systems 

and the importance of rigorous code auditing and testing for smart contracts [74]. 

 

7.3. Technical Weaknesses and Failed Projects 

While Cryptocurrencies like Bitcoin and Ethereum have achieved significant 

success, the Cryptocurrency landscape is littered with the remnants of failed projects 

[65, 67, 68, 69]. Many alternative Cryptocurrencies, often referred to as “altcoins”, 

have faced technical weaknesses and design flaws that ultimately led to their demise. 

Some of these issues include poor consensus mechanisms, inadequate security 

protocols, and low adoption rates [75]. 
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Cryptocurrencies that have managed to succeed have had to overcome numerous 

obstacles, including scalability concerns, regulatory challenges, and the need to 

establish trust and credibility within the wider financial ecosystem. 

 

7.4. Regulatory and Legal Challenges 

The regulatory environment surrounding Cryptocurrencies remains complex and 

varies greatly from one jurisdiction to another. Cryptocurrencies have faced scrutiny 

and regulatory challenges related to money laundering, tax evasion, and fraud. 

Governments and regulatory bodies worldwide continue to grapple with how to 

regulate and classify these digital assets, which can blur the lines between currencies, 

commodities, and securities [76, 77]. 

Navigating these legal and regulatory hurdles is an ongoing challenge for 

Cryptocurrency projects and businesses, as they strive to strike a balance between 

innovation and compliance [77]. 

 

8. Future work 

After finishing this general review about blockchain and hashing algorithms, my 

future research will delve into the innovative integration of blockchain technology 

and hashing algorithms within the Internet of Things (IoT). This research will focus 

on the application of advanced hashing algorithms as a cornerstone of blockchain 

technology to enhance the security and efficiency of IoT networks. I aim investigate 

how these algorithms can ensure data integrity and security in IoT devices and 

communications, addressing the pressing challenges of data tampering and 

unauthorized access. In addition to exploring the use of blockchain for decentralized 

data management in IoT ecosystems, I will also examine the scalability of hashing 

algorithms in diverse IoT applications, from smart homes to industrial systems. This 

future study will help to advance the understanding of how blockchain, fortified by 

robust hashing algorithms, can revolutionize IoT security, leading to more resilient 

and trustworthy IoT environments. 

 

9. Conclusion 

In conclusion, this paper has undertaken an in-depth exploration of the diverse 

mining approaches employed by major cryptocurrencies, providing insights into 

their unique properties and features. Presently, a dominant trend within the 

cryptocurrency landscape is the amalgamation of Proof of Work (PoW) and Proof of 

Stake (PoS) mechanisms for mining, a strategy that effectively harnesses the 

advantages of both approaches, the selection of Hash algorithms for PoW is a crucial 

determinant of mining efficiency, where memory-intensive algorithms often 

translate into swifter mining processes. Cryptocurrency ecosystems are dynamic and 

continuously seek to optimize mining procedures while also venturing into 

alternative consensus mechanisms. It is imperative to recognize that the 

cryptocurrency domain is not static but rather characterized by ongoing innovation 
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and adaptation in response to technical advancements, economic dynamics, and user 

requirements. As such, it is poised to witness further evolution and transformation 

in the years to come, driven by a collective commitment to achieving scalability, 

security, and environmental sustainability. 

Within this context, it remains essential for all stakeholders, including miners, 

developers, and users, to maintain vigilance and adaptability. The pursuit of 

decentralized, efficient, and secure financial systems remains at the core of the 

cryptocurrency movement, and it is through continued exploration and adaptation 

that these objectives will be realized. 

In summary, cryptocurrency mining stands as a multifaceted field that reflects the 

dynamic nature of the digital currency ecosystem. As cryptocurrencies continue to 

redefine the future of finance, the evolution of mining processes and algorithms will 

go hand in hand, offering fresh opportunities and challenges as we advance towards 

a decentralized financial landscape. 
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