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Abstract. The aim of the paper is to deyélop ite that provides the

objectively measure users' knowledge. Although there are many similar
platforms available on the Internet, they o have segurity flaws that make
the system easy to circumvent, iting its meaning and
reliability. The paper highlights th roblems of the existing
systems: the possibility of copying and answers, the possibility of
modifying data stored o end (e.g. correct answers or
results), and the possibili with external help - be it human or
artificial intelligence., Duripg the devel@gpment, special attention is paid to
eliminating these p s 60 that the created system would provide a more
reliable tool for know sed assessment in the future.
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1. Introduction

es a website that is suitable for creating multiple-choice
iduals' knowledge. There are quite a few of similar tools, but
em have errors that can be easily exploited, and as a result, the
its actual meaning. These problems are:

ng it in a flash with the help of a web browser or Al. Of course, if we make the
text uncopyable, that can also be circumvented, but that requires a little technical
knowledge that the average user may not possess.

» Rewrite data with an inspect tool: Everyone has encountered this option in their
life, which allows, among other things, editing the code of the website's frontend,
be it anyone. Many websites store their data on the frontend, such as which answer
is correct or displaying the results. There is no need to elaborate on how much this
can take away the meaning of the website.

* Filling out questionnaires with external help: We can hear many stories, even

! This article summarizes the author’s BSc thesis entitled JFeleletvalasztos tesztek készitésére és kitdltésére alkalmas
weboldal implementalasa” submitted to the University of Miskolc in 2025
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from universities, colleges, high schools, or even elementary schools, about
someone helping to fill them out in exchange for some kind of payment.

» Use of AI (Artificial Intelligence): The rapid spread of artificial intelligence
further reduces the reliability of multiple-choice websites in knowledge
assessment. Copy protection can eliminate this to some extent, but nowadays many
browsers use built-in M.l. or have image analyzers, so this solution is also
becoming less and less reliable.

2. Similar quiz softwares
This section introduces similar software like Kahoot, Quizizz, Google doc

2.1. Kahoot

Kahoot! [1] is a global educational technology (edtech) platf
in Oslo, Norway. Its goal is to make learning an interactivegplayful, and engaging
participate in quizzes (“kahoots”). These games i used Jin schools,
corporate training, and even for fun at communi i
audience The founders’ main goal was to “Makglea
they develop tools that help teachers design igteractivi
a fun way, and corporate teams organize exp

1”. To this end,
tudents practice in

ipants worldwide (as of 2023).
The disadvantages of the site are as f iag’to us: The navigation on it
is not the easiest, and it does not sol

guestions with answers, if you,fill them

used in classrooms, remote, or hybrid learning environments.
create their own content, but also access a community content

at €ducators, students and corporate teams: teachers can create motivating tasks for
their subjects, students can practice in a playful way, while companies can conduct
interactive training or education. Quizizz is free to use with basic features, but
additional options (e.g. advanced analysis, individual branding) are available with a
premium subscription. The platform is accessible from both computers and mobile
devices, providing flexibility to users.

According to Quizizz's mission, personalized, experience-based learning can be
made available to everyone with the help of technology, whether it is school
education, self-education or corporate training.

2.3. Google docs (Google Forms)
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Most people have probably heard of Google Forms [3] product from Google. It is
perhaps the most well-known tool for creating question-and-answer type quizzes,
which is perfect not only for knowledge, but also for public opinion polls (it is
more often used for the latter). We do not need to register separately to use it (if
you have a Google account), but we can just select your account and use it, and
unlike the previous ones, there are no subscriptions, so you can use all its features
for free. It is completely free, fast, and not only for assessing knowledge. Editing
the design is also simple, fast and most importantly: elegant.

Its great advantage is the creation of complex statistics, depicting them with
different data using diagrams. Accessing it is also easier than the others, because
we can usually simply navigate there through our account.

3. Applied programming technologies

This section presents the technological solutions. It can be
different groups: Frontend (React framework, HTML, Jav
React packages), and Backend (C#, Microsoft ASP.NET
and their packages).

lite“database,

3.1. Frontend

Node Package Manager (npm) [4]: A p
JavaScript developers to easily share and inst
is a public repository of open source p

age manager for Node.js. allows
ckages. The npm Registry
us applications.

locks of React applications, which are
self-contained units. A component describ specific Ul element and its behavior
(with a .jsx extension), i e resulting code easy to reuse and maintain. It can
d programming and web development having a

ries used within react (which had to be installed separately in addition to the
Vite packages):

. react-axios: Axios component for React with child function callbacks. Its

purpose is to allow rendering asynchronous requests.

. React Router dome: React Router DOM is a browser-specific version of
React Router that helps with client-side routing in React applications.
This allows us to navigate between different pages without reloading the
entire page.

HTML5 (HyperText Markup Language) [7], and CSS3 (Cascading Style Sheet)
[8]: HTML is a hierarchical markup language based on SGML syntax, which began
to be developed around 2004. This language is used to create the structure and
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content of web pages. It is not a programming language, but a tool that allows you
to place text, images, links and other elements on a website. It is important to note
that it does not have functionality, in order to achieve this you have to use another
language (such as JavaScript). The HTML language quite often goes hand in hand
with CSS (Cascading Style Sheet). These two are largely the basis of frontend web
development, and various frameworks can be built on them, such as Bootstrap for
styling, or even together with a programming language, complete website
development frameworks can be created, such as React or Angular with JavaScript
or TypeScript.

3.2. Backend

The backend handles the storage and execution of server functions, communicati
with the database(s), and client-server communication with various
.NET [9]: A free, open-source, cross-platform development

Microsoft. It enables to build modern applications and cloud i

application security and performance
requirements. Its official language is

. Bycript.NET [11]: It provides p

pt algorithin. BCrypt is a strong, iterative password
i e passwords and protect them against
Igorithm works in such a way that it takes more
t the password, making it more difficult for

NetCorg.Authentication.JwtBearer  [12] This is a
t designed for ASP.NET Core applications. It
Token (JWT) based authentication, thus providing

a modern object-relational mapper (ORM) that enables to create a
leanly structured, portable, and high-level data management layer in the
.NET (C#) environment.

Microsoft.EntityFrameworkCore.Sglite [14]: A database management
middleware for Entity Framework Core (EF Core) that enables you to
manage SQL.ite databases in .NET-based applications. The library provides
integration between EF Core and SQL.ite, allowing developers to work
with the database using an object-relational mapping (ORM).

. Microsoft.EntityFrameworkCore.Relational [15]: This additional package
helps Entity Framework manage database functions (relation, primary key,
foreign key, etc.)

. Microsoft.EntityFrameworkCore.Design [16]: It helps with migrations and
dynamic DBContext management.

All .NET packages are available on the NuGet website: [17]
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4. Design
4.1. Frontend

The frontend is the part of the website that the user directly sees and uses. It
determines the appearance and interactive elements of the website, such as buttons,
menus, forms and other visual elements. Since it is of paramount importance for
the user experience, responsiveness is a primary consideration in frontend
development, meaning that the website should be displayed and used well on
different devices (desktop, tablet, smartphone).

It is also important to create an intuitive and clean user interface thal
easy navigation and quick access to information. When creating my
tried to apply the 3-step rule, which means that we can go down
levels from the main page. The elements of the website are referre@ as com
because in React this is what the "building blocks" of the webgi
Components on the diagram:

. Home page: The component that appears to en\ the website
(index.html) loads. The central element i ns can be
accessed from this website, but the mo Iling out and
creating questionnaires. It is impor, ent is accessible
from all components. The header ¢

. Header: The part of the website responsible for quick access to the most

important elements. It contains the bout page, the users own quizzes
(MyQuizes), login and registati
home page.

is is”a popup that can be opened from
, and here it can be uploaded to the
g in to a user account. If this is successful,
, for which the JWT token method is used.

eating and editing quizzes: This will be one of the most important elements of
ite, here we will be able to create own question sets and modify them. The
quizzes will consist of 3 important parts:

— The properties of the quiz, such as the name, how much time is left to complete
it, and what data the user will have to provide.

— Creating the questions and answers. There must be a question and answers. It is
important to allow multiple correct and incorrect answer options, the best
solution for this is a textbox and separation with the ENTER key.

— Creating the members. It will be similar to the questions, except that here the
tag value must be included instead of the question. Synonyms can go into the
body of the members. In the system we can mark the tag with two special
characters: Sanimals$

After these, we need the upload function and a save function, and we also need to

check whether the user is currently creating or editing, and the functions must be
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adjusted accordingly. It is also important to solve the problem of generating unique
codes and checking that everything that can cause errors when filling in is also
entered

Filling in: We can get here with the code that we get for the quizzes. First, after
entering the code, it is important to enter the data requested by the creator, after
which the filling in can begin. How long this takes depends on the type of quiz,
which can be the followings:

— If the quiz type is infinite, we go until the first wrong answer is given.

— If the quiz is finite, we go through all the questions once.

Finally, we get our result. In points, if infinite, in percentage, if finite. This data is
also immediately uploaded to the database. After that, we navigate back to the main

page.

4.2. Website Design

In this subsection, the website design is presented, includin st
important details of the website with diagrams. Th a simple,
transparent, easy-to-use and official look, as it will probab e by the

40-60 year old generation.

4.2.1. Important elements of the website r\

My

Home quizes

About  Login

y
Figure 1. Homepage

The homepage (Figure 1.) of the website is designed to be simple and easy to read.
The most important elements of the website (creating and completing the quiz)
should be easily accessible. Here, in addition to the homepage, we can also see the
header and the elements located on it.
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My

Home quizes About  Login
-
Quiz Title: e
Question 2
Timer

Answer 1
Anzwer 2
Answar 3

Infinite
Amount:

Add

Mame: Texl X
Discard Upload/ apply
Chanms Tags

Figure 2. Creation and modifi€ation V
page

Figure 2 shows the draft of the creation mengd. On the | can set the attributes
of the quiz: title, time, whether it should be infinite. It can be created using the add
button, and in a popup you can spegcify its n type. Below are the three
controls, the first saves (but not yet to
should be used for modification, beca

Name of the property:

Type

Figure 3. Adding properties

The Figure 3. will pop up when the user clicks the add button when setting up the
quiz data. Here we can add the input fields that the quiz taker must enter. We need
a name, which will appear as the caption for the input field, and a type.
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Values:

Figure 4. Adding tags

These will be placed one below the other, similar to the questio
we can see them if the user clicks on the Tags button. Then a
from the left, and they can be added there with an Add ta tton.

, an

My

Home guizes

About  Login

Timer
Question
Answer 1 Answer2
Answer3 Answer4
Answers

B 4
\ Figure 5. The quiz

the filling interface. The score in the upper left corner will only
inite quizzes. The next button will allow us to ask the next question, if
have marked an answer. If the time runs out (which will be measured in
S), the answer to the remaining questions will be NULL.
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My

quizes  About  Login

Home

Quiz name Code EDIT Delete

1. best filler - 17 points
2. best filler : 10 paints
3. best filler: 3 points

Quiz name Code EDIT Delete

1. filler 100%
2.filler 35%
3.filler 10%

)
N’

In Figure 6 the interface of our own quizzes can be seen. It can be s€en two quizzes
here, one infinite (top), the other plain (bottogny. inite ope displays only the
first three respondents, while the other displays all o . The header can be
opened and closed in the same way (as with questions) Wwhen creating quizzes. The
header contains the name of the qui d the de, which will consist of
random numbers. It also contains the E Delete buttons. The respondents'
own data will be visible undexhe heade

Figure 6. Listing own quize

Prop 1: Valuel
Prop2: Value2
Prop3: Value3

Points: XXX

Figure 7. Fill-in example

As'shown in Figure 7, the data provided by the user that we requested (Name: Jane
Doe, Age: 30) will be displayed, with points or percentages at the bottom
depending on the value type.

4.3. Backend

In this chapter, the structure of the backend is presented, along with a more detailed
description of the associated endpoints and database.
The backend, also known as the server side, is the part of the application that runs
in the background and is not directly visible to users. It includes the servers,
databases, and application logic that work together to operate the web application.

. Database interactions: Storing, querying, and manipulating data.
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Elements on the diagram are the followings:

]
]
. | ]
iutiinnts IR e oo g § CEERR CETEREY ’—'
ICI'llcktolmn ] [ Update guiz ]
]
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Server logic: Executing server-side scripts and managing the application's
workflows.

Application workflows: Processing user requests, performing calculations,
and returning the appropriate responses.

= Requires auth [ Register ] [ Check auiz

(o )

I Post Quiz ] [ Chack time

[ Get quiz ] [ Delet Quiz

Upload Data

API: This implements the communi@ation betiveen the frontend and the
backend, it will choose whic i e reqiest should arrive at. In the
case of ASP.NET Core, we s

with it anymore.
AuthChecker (Midd

Figure 8. Backend struct

's, database. It needs to check if a username already exists, and the
ssword needs to be encoded.

in (Method: POST) (Authentication: No): The endpoint required for
ging in. It checks the data and returns a JWT token if it is correct.

Post Quiz (Method: POST) (Authentication: Yes): The endpoint
responsible for uploading the newly created quiz.

check userN (Method: GET) (Authentication: No): The optional endpoint
responsible for checking the username match.

check token (Method: GET) (Authentication: Yes): The endpoint that
checks the validity of the token.

Get quiz (Method: GET) (Authentication: No): The endpoint responsible
for retrieving the quiz.

Check quiz (Method: PUT) (Authentication: No): The endpoint that checks
the quiz and stores the data of the quizzes.

Get my quiz (Method: GET) (Authentication: Yes): The endpoint that
retrieves your own quizzes (the quizzes also return).
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e Check time (Method: GET) (Authentication: No): The endpoint that
monitors the time of completing the quiz.

e et quiz data (Method: GET) (Authentication: No): The endpoint
responsible for retrieving the quiz data, without modification.

e Update quiz (Method: PUT) (Authentication: Yes): The endpoint that
updates the quizzes.

o Delete Quiz (Method: DELETE) (Authentication: No): Responsible for
deleting a given quiz and its data.

e Upload Data (Method: POST) (Authentication: No): When filling begins, a
record is created with a start time and user ID.

5. Implementation

chosen approaches. However, it is important to note that
completely linear: some modules and functions
iteratively, so it is possible that a part will return to thie descripti

ater state.
5.1. Frontend implementations

5.1.2. More interesting details

App.jsx: This is the most important file
only contains this. It performs all the i

frontend, because the index.html file

function was to ensure that thg header neVer changes, but always stays in place,
regardless of which pa on. Fortunately, this can be solved quite easily in
React:

<Header login werTkxue={loginShowerTrue}/>

header and a web page body that changes according to the
d two <div/>s. Now let's see what the <Routes> HTML

path="/" element={<Page/>} />

path="/create" element={<ProtectedCreate/>}/>
<Route path="/fill" element={<Fill />} />

<Route path="/quiz" element={<QuizPalette />} />
<Route path="/list" element={<ProtectedList />} />
<Route path="/About" element={<About />} />
</Routes>

This is the router. It is the one that specifies how to access different parts of the
web page and condenses them into a route. Anyone can use these routes, as long as
they have react-router-dom running on them or use the useNavigate
React hook. It is solved the access to the pages required for logging in with own
protectedRoute component. This is Create and QuizPalette. They are
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the ones that require a token in local storage (1ocalStorage).

const ProtectedCreate = withAuth (Create) ;
const ProtectedList = withAuth (ListQuizes);

WithAuth: This is an invisible component, whose only task is to protect the
protected routes:

const withAuth = (WrappedComponent , ) => {
return () => {

const token = localStorage.getItem(’token’);
if (!token) {

return <hl>Please login to view th e
</hl>;

}

return <WrappedComponent/>;

As it can be seen, it gets a component, which it then Feturns only ifSthie token exists.
If not, it displays the warning.

}s
}s

Login and Registration: it is easiest to treat t
separate page that can be launched fr
as is typical of popups, the user could
this by creating an overlay item that onl

as a popup entity, rather than as a
er. Firgt, this problem was solved
clicked out of it. It is solved
if the popup is alive:

{showLogin && <di className="overlay"
onClick={loginSh False}></div><Login
onClose={loginShower e} /></>}

discard changes and Apply Changes are
0 that they only appear when navigating here from
so used useNavigate for this:

() =>{
{state: {id: quiz.quizID} })

opens when the tags button is clicked. This was the simplest solution. It would
open when the mouse touched a trigger area, but this became annoying after a
while.

Finally, the last important problem was to be able to save the quizzes. The elements
are saved in LocalStorage. The quiz currently preparing calls a simple
SaveData () function.

const SaveData = async() => {
await signalChange () ;
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localStorage.setItem(’questions’,
JSON.stringify(questions));
localStorage.setItem(’dataquestions’,

}s

However, it is important that before saving the data, we need to retrieve it with a
signal. In addition, a function was needed to clean up LocalStorage, which is
also called by pressing the Publish and discard changes buttons. The most
difficult task with this local saving was that we could edit the quiz, for this we first

had to retrieve the aforementioned id variable when loading the website toysee if it
contained anything.
useEffect (() => {
if (id && !isEdit) {
0 =>{

setIsEdit (true);
const fetchData = async
try {
const response = await
fetch (Y${API URL}/users/GetQuizDetpils/${id}",
{
method: ’'GET’,

P

We had to fetch the quiz, then split the 0 e got (quizDetails contains
all the data):

const transform
s.questions.map (g => ({ id:

izDetails.questions.map(q => ({

Storage.setltem('dataquestions',
.stringify(transformedData.dataquestions)) ;

Quizzes: First of all, we had to set up code validation, which is solved by setting
the input field to the size of the code (which is 10). As soon as the user submits the
code, it is validated in the database, and a response is returned depending on it. If it
was incorrect, we indicate it with an alert, if it is correct, we skip to completing the
quiz.

const submit = async () => {
const response = await
fetch (Y${API URL}/users/GetQuiz/${code}", {
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method: ’"GET’,

)

if (!response.ok) {
alert (' Invalid code’);

} else {
const quizData = await response.json();
navigate (' /quiz’, { state: { quizData , code }

)

}i

be entered and the running quiz. First it opens the inp t
ifSeenProps) then we go to the quiz. It is important to notg that the

entities on the backend are created when we submit the data:
useEffect (() => {
if (seenProps) {
console.log(quizData)
{

const uploadData = asyn
const payload = {
QuizID: quizData.i
Props: propsValues
Start: new Dat to ring ()

1)

There were several proble
inserting the Tagsgthe frontend

solve when completing the quiz, for example
Id replace the synonyms and separate them

ext.replace (/\$ (["\$]1+)\S/g, ( , tagId) => {
epl@cements[tagId]) {
quizData.tags.find(t => t.id ===

onst options = tag?.value.split(",") .map(s =>
s.trim());

replacements[tagId] =

options?. [Math.floor (Math.random () *
options.length)];

}

return replacements[tagld];

});
5.2. Backend implementations
ASP.NET Core works like any other web development framework. We need a

main startup script where we can initialize its most important settings, currently it
is Program.cs. The entire server is separate from the backend, so we have to
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start both manually (dotnet run).
5.2.1. Database management implementations

The database management is solved indirectly with EntityFramework.Core.
It works by modeling the database structure in an object-oriented way, i.e. the
database tables and their fields appear as classes and properties in the code. It
allows us to work with these objects as if they were just plain C# classes, while
automatically executing the necessary SQL queries in the background. For
example, inserting a new record or modifying an existing data can be done with
simple object operations, and we don't have to write separate SQL statements

Step 1: First, different entities is created in C# class-like fashion:

namespace Server 2 0O.Entities;

public class UserEntity

{
public int Id { get; set; }
public required string UserName {
public required string Password {fget; se

}

Creating relationships and foreign keys is similar to othe ase managers:

public int UserId { get;
public UserEntity? User {

So we need to create a US
entity.)

bContext : DbContext

Step 3: Creating a migration: This is an optional step to manage the database, but it
makes it much easier. It is a version control mechanism that helps us easily change
data, tables, entities, etc. We can see the previous changes and what has changed.

5.2.2. Database Management
The database operation must be managed through the EntityFrame:

DBContext. We can retrieve data, upload data, or create new entities with the
new keyword. It is important to issue the await db.SaveChanges ()
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command after each modification. Creating a new entity:

UserEntity newUser = new ()
{
UserName = user.UserName ,
Password = hashedPassword
}i
db.Users.Add (newUser) ;
await db.SaveChangesAsync () ;

6. Summary

The development work resulted in a fully functional website, which i
would also hold its own in the world of the Internet. A signifiCant part of th
objectives and problems formulated at the beginning of, t j

successfully solved, so the site is not only functionally corr 0 use
from a user perspective. The primary consideration whe erface
was clarity and transparency, but it must be admitted al implementation
cannot be considered outstanding. The reason for tfiis is that de”not yet have
sufficient experience in the field of web design. erface remained
logical, well-structured and readable, which | nt fagtor in terms of user

experience. Overall, however, it can be said that the func lity of the website is
i innovative, especially in
the area of quiz functionality. We h ss any application on the
market that would address this probl
represents individual value.
However the system has

followings:

1. Public quizzes: quizz Id be accessible not only with code, but also
publicly. This can m Fill

2. Application o rmulas: currently the website is not able to
display calculati ulas paesthetically. This could be remedied. React has
several pa ppose, but they are not dynamic, and making them so is

our own quizzes should not only consist of seeing the score,
o' with different graphs (like Google Forms)

guestion§ separately. This way we can do even better against cheating.
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